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The MCP Vulnerability as a Pure Case of 
the Promotion Port 
How an SDK designed for local prototyping became agent infrastructure without a 
jurisdiction transfer procedure 

I. A Precise but Mis-Named Fact: from Cyber to Agency-Grade 
On April 15, 2026, OX Security published a technical advisory describing a "by design" 
vulnerability in Anthropic's Model Context Protocol, referenced as CVE-2026-30623. The 
primitive is simple: the official SDK implements the STDIO transport by executing the 
command declared by the configuration before verifying that it actually launches a valid 
MCP server. If the command fails to initiate a server, it has already executed. That is enough 
to turn any poorly controlled, local or exfiltrated configuration into an arbitrary code 
execution primitive. The flaw affects the official SDK in all supported languages (Python, 
TypeScript, Java, Rust). 

The scope, as documented by OX in its advisory, deserves to be read precisely. At the time 
of publication, the team identified roughly 7,000 publicly accessible MCP servers carrying 
the primitive. Its projection to the broader deployment landscape, more exposed, derives 
an order of magnitude of around 200,000 instances. The official SDK accumulates over 150 
million downloads according to standard registries. Fourteen related CVEs had been 
assigned by the time of the advisory, and over thirty remote code execution disclosures 
were documented across MCP-integrating products: LiteLLM, LangFlow, Windsurf, Cursor, 
Flowise, DocsGPT, GPT Researcher. The two indicators overlap partially, but their 
convergence is serious. The timeline itself is informative. OX Security contacts Anthropic 
on January 7, 2026. Nine days later, the publisher updates its SECURITY.md file to clarify 
that STDIO adapters must be used with caution, without architectural modification. Five 
months of exchanges later, Anthropic confirms its position in a verbatim formula that 
deserves to be cited intact: "STDIO execution model represents a secure default, 
sanitization is the developer's responsibility." The advisory follows, on April 15. 

The cyber-security coverage of the event is correct and abundant. The Hacker News, The 
Register, Tom's Hardware, Hackaday, specialized newsletters: all describe the technical 
primitive, list the affected products, recommend applicative mitigations (gateways, audit 
trails, explicit sanitization, SSO-integrated auth). Cloudflare publishes an enterprise MCP 
reference architecture in the wake. Cisco includes the episode in its State of AI Security 
2026. All of this is useful, and none of it is sufficient. 

Cyber coverage treats MCP as a software infrastructure hardening problem, the way log4j 
was treated in 2021 or OpenSSL Heartbleed in 2014. That is insufficient. MCP is not a 
passive library: it is a protocol that defines the orchestration surface for agents 
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capable of autonomous contextual action on external systems. The leap is not 
enterprise-grade, it is agency-grade. This distinction is not anecdotal. It describes the 
passage from a system that processes information to a system that modifies the 
operational world: commits in repositories, execution in CI/CD, writes to databases, ticket 
creation, workflow triggers. Between classical software industrialization and the 
orchestration of distributed decisional artifacts acting in this way, there is a rupture one 
can, without excess, qualify as civilisational. An event of this nature calls for an analysis 
other than cyber-classical. What remains is to name what cyber coverage misses. 

II. Publication, Integration, Promotion: Three Distinct Operations 
The useful question is not "who failed?". It is "what institutional operation did not take 
place?". This reformulation opens the only door through which Anthropic's response, 
"expected behavior," can be read as rigorous rather than as a resignation. 

Let us clarify a word that will keep returning. By jurisdiction, I do not mean here a court, nor 
a trust domain, nor a simple intended use. I mean the institutional, operational and 
decisional perimeter within which an artifact is deemed to function without additional 
explicit assumptions. MCP delivered for local prototyping operates in a jurisdiction where 
the assumptions (trust configuration, manual sanitization, applicative audit) are those of 
the developer alone. MCP deployed as agent infrastructure in production operates in a 
jurisdiction where those same assumptions must be carried by the ecosystem. These are 
two distinct jurisdictions in the sense I use the word here. 

The displacement of MCP between these two jurisdictions happened in three successive 
and clearly identifiable steps. 

Anthropic publishes: at the end of 2024, MCP is designed as a local integration protocol 
for Claude Desktop. Its jurisdiction of origin is narrow and clear. An experienced developer 
locally connects a Claude model to tools they control themselves, with the operational 
responsibilities that follow. The official SDK is published, SECURITY.md specifies usage 
conditions, the code is open. This is consistent with jurisdiction E. 

The frameworks integrate: by mid-2025, the agent ecosystem begins its promotion. 
Emerging frameworks (LangGraph, CrewAI, AutoGen) integrate MCP as a default tool layer. 
Vendors delivering in client production (LiteLLM, LangFlow, Windsurf, Cursor) deploy it in 
their offerings. Each of these integrators operates in its own applicative jurisdiction. This is 
jurisdiction I. 

The ecosystem promotes: in early 2026, the convergence of signals between Anthropic, 
OpenAI (Apps SDK and Connectors in April 2025), Google (Gemini API and Vertex AI Agent 
Builder in March 2026), Cloudflare (reference architecture in April 2026), AAIF (MCP Dev 
Summit North America in spring 2026), and the cohort of recent frameworks transforms the 
artifact into a de facto standard for the agentic runtime. At this stage of promotion, we are 
looking at about 9,400 public servers in standard registries in Q2 2026, growing at around 
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58% quarter on quarter according to available industry surveys. Surveys of enterprise AI 
teams place adoption at more than three out of four, with MCP cited as the default agent 
standard by roughly two thirds of CTOs surveyed. These figures are weak signals from 
industry surveys, not audited measurements. But their convergence indicates a successful 
promotion. This is jurisdiction S. 

Three operations, three actors, three jurisdictions. This trichotomy is exactly the structure 
that the Twingital v3 protocol designates as E/I/S in intellectual property (exogenous / 
internal / systemic). 

Transposed from the IP register to the epistemic-procedural register, it describes here the 
distribution of responsibility in the promotion of a technical artifact toward a more 
demanding operational jurisdiction. Doctrine does not need to be imported; it is what the 
MCP case reveals when one looks closely at who does what. 

When OX Security contacts Anthropic on January 7, 2026 and receives "expected behavior" 
as a response, the publisher correctly protects jurisdiction E. 

When LiteLLM or Cursor integrate MCP, they operate in jurisdiction I. 

Jurisdiction S, the one where the entire ecosystem deploys MCP as agentic infrastructure, 
has no explicit protector. No one is in charge of jurisdiction S because it has not been 
instituted. 

The response "expected behavior" is rigorous at E. It is inoperative for S, which has never 
been institutionally promoted, only by convergent adoption. The formula "sanitization is the 
developer's responsibility" is, read in this frame, the textual formulation of something else: 
the absence of an institutional operation of promotion toward jurisdiction S. 

The concept of promotion port, introduced in the second volume of the AI-energy diptych 
[Allocating the AI Kilowatt-Hour, May 2026], had until now designated the slide by which a 
technical test transforms into an institutional admission key without having been calibrated 
to bear that load. The artifact there was a benchmark metric. Here, the artifact is an SDK. 
The mechanism is broader than benchmarks. The promotion port rises to a particular case 
of a general mechanism: the dilution of responsibility in composite architectures, where 
the convergent adoption of an artifact creates a systemic jurisdiction that no one has 
explicitly instituted. 

The SDK has not changed its use. It is its jurisdiction that has changed without a transfer 
procedure. 
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III. The Technical Concession First, then Three Mechanisms and an 
Economic Model 
An objection presents itself, and it is legitimate. For this specific vulnerability, a patch on 
the SDK side is largely sufficient to reduce the immediate risk: safe configuration by default, 
sandboxing of the STDIO transport, explicit rejection of commands that do not initiate a 
valid server. OX Security recommends it. The industry can deploy it. Anthropic can, in due 
course, integrate it backward-compatible. Let us acknowledge this without 
circumlocution: the CVE-2026-30623 vulnerability, taken in isolation, is technically 
resolvable in a few lines of code. 

This article is not written for that vulnerability. 

It is written to understand why an institutional procedure for promoting MCP toward the 
enterprise agentic jurisdiction has never existed, and cannot exist without an explicit 
doctrinal displacement. Industry has not forgotten to institute promotion: it simply 
discovers that it can grow faster as long as it does not. Three causal mechanisms lock 
in this discovery. Taken together, they form a closed system: one cannot correct one of them 
while leaving the other two in place. 

1. First mechanism, asymmetry of benefit and strategic temporal compression. 
The speed of adoption benefits the actors who adopt fast. But it is not only a passive 
asymmetry between winners and losers of a technological cycle. It is an active 
strategy. The publisher captures the standard effect before stabilization; the 
integrator captures the market position before the hardened entry barrier sets in; the 
deployer captures the applicative advantage before its competitors. The absence of 
a promotion procedure produces an immediate competitive advantage: 
acceleration of diffusion, capture of standard, externalization of the hardening cost 
toward integrators and deployers. The procedure is not just missing through 
historical oversight; it is missing because its absence is productive. Anthropic's 
formula, "sanitization is the developer's responsibility," formally distributes the load 
downstream. It is exactly the textual formulation of the externalization that the 
strategy produces. Irony kept at respectful distance. 

2. Second mechanism, absence of a unified jurisdiction. Anthropic publishes. The 
frameworks integrate. The enterprises deploy. The trichotomy observed in section II 
finds here its structural cause: three actors, none with mandate or authority to 
conduct the procedurized promotion toward the systemic jurisdiction. This absence 
is not a bureaucratic failure that could be remedied by appointing someone 
responsible. It is a structural property of composite architectures: none of the three 
jurisdictions can absorb the other two without denaturing its own responsibilities. 
The publisher cannot carry the applicative integration load without becoming an 
integrator. Integrators cannot carry the systemic promotion load without becoming 
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a consortium. The ecosystem cannot carry the publication load without becoming a 
publisher. 

3. Third mechanism, absence of a shared metric. No shared benchmark allows one 
to qualify whether an SDK is ready for the enterprise agentic jurisdiction. No public 
test distinguishes an artifact well-designed for local prototyping from an artifact 
well-designed for production orchestration. The RAISE critique of the footprint-free 
benchmark, already mobilized for model evaluations, finds its natural extension 
here: there is no more benchmark for the procedural hardening of an SDK promoted 
to infrastructure than for the resource cost of a model. The metrological deficit of 
the model layer reproduces itself, under another form, at the agent layer. 

At this stage, it is useful to hierarchize what we know. The hard facts are the date of the 
advisory (April 15, 2026), the CVE (2026-30623), the affected products (LiteLLM, LangFlow, 
Windsurf, Cursor, Flowise, DocsGPT, GPT Researcher), and Anthropic's textual response. 
On these points, the debate is documented and stable. The industrial estimates, secondary 
but serious, are the orders of magnitude produced by OX and the registries: about 7,000 
confirmed public servers, about 200,000 estimated, about 150 million SDK downloads. 

These figures are well-founded and useful projections, but they do not carry the weight of 
audited measurements. The weak signals, mobilized to characterize adoption dynamics, 
are the surveys of enterprise AI teams and frameworks: adoption above three quarters, 
MCP as default standard among the majority of CTOs surveyed, built-in integration in nearly 
all recent agent frameworks. These signals indicate a trajectory, not a measured state. The 
thesis of this article does not depend on any of these figures taken in isolation, but on their 
convergence: if the projection of 200,000 servers were exaggerated by a factor of two and if 
enterprise adoption were overestimated by fifteen points, the conclusion would remain 
unchanged. That is precisely the interest of a thesis bearing on the mechanism, not on the 
magnitude. 

The economic objection then formulates itself clearly, and it is strong. All this analysis of 
promotion as an economic model is correct, but it also applies to the Internet, to OpenSSL, 
to Kubernetes. The dilution of responsibility in composite architectures is a permanent 
feature of open software; its permanence has not prevented civilization from holding 
together. Naming changes nothing. 

Concession aside: yes, dilution is permanent in open software. But its permanence has 
not, for that, suppressed its cost: 

• Heartbleed cost OpenSSL several years of reconstructed governance; 

• log4j cost the Apache Software Foundation a full cycle of procedural hardening and 
a change of doctrine on invisible systemic dependencies; 
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• Kubernetes eventually developed a CNCF certification procedure that did not exist 
in its early years. 

The cost gets paid. The only question is whether it gets paid ex post, after the systemic debt 
has accumulated, or ex ante, through an explicit promotion procedure. For MCP, and for the 
agent layers that will follow, the ex ante window remains open. For how long, that is the only 
real question. 

log4j logs. OpenSSL ciphers. Kubernetes orchestrates containers. MCP orchestrates 
agents acting contextually on external systems. The slide toward agency-grade takes here 
its full reach: what a Heartbleed compromise allows to exfiltrate remains information; what 
an MCP compromise allows to orchestrate remains action. The distinction is not incidental: 
it changes the expected cost of the debt. 

Systemic consequence: as long as institutional promotion remains implicit, the same debt 
will reproduce at every layer ascended toward the agentic runtime. Today MCP. Tomorrow 
long-horizon agent memory protocols. The day after, multi-step planning frameworks. Then 
the orchestration of sub-agents. The agent layer is mature before its promotion procedure 
is, and its absence is, for the moment, economically productive, or at least perceived as 
such in the absence of a documented industrial "accident." 

The promotion port is not an oversight. It is a strategy. 

IV. Four Conditions of an Explicitating Promotion 
What would an institutional promotion procedure for an agent SDK look like, without falling 
into over-certification or into the pseudo-compliance that the profession knows how to 
produce in quantity? 

The question is cardinal because it is immediately recoverable. 

Let us say it from the outset: the goal is not to produce a certificate. The goal is to prevent a 
change in usage regime from being treated as a simple technical adoption. The difference 
is fundamental: 

• A certification says "this SDK is safe." 

• A promotion procedure says "this SDK is designed for jurisdiction X, and its 
deployment in jurisdiction Y requires hardenings Z." 

The first is recoverable by Governance/Risk/Compliance consultants. The second remains 
operational. 

Let us say it even more clearly before detailing the conditions: the promotion procedure is 
not a compliance layer. It is a mechanism for explicitly limiting the assumptions 
transferred. The subject is not administrative governance; it is the architecture of 
operational assumptions an artifact carries with it when it leaves its jurisdiction of origin. 
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Everything else falls under the writing of checklists by firms specialized in the production 
of checklists. 

Three partial precedents shed light on practicability, mobilized as reference points and not 
as transposable models: 

1. FIPS 140-3 for cryptographic modules organizes four explicitly published levels, not 
a monolithic certification; the precise declaration of level and perimeter makes its 
career as a legal object. 

2. Common Criteria for critical software components works on the basis of declared 
protection profiles, which specify the perimeter of evaluation. 

3. The Quality Management System Regulations of the FDA and their alignment with 
ISO 13485 for medical software devices rest on the explicit declaration of intended 
use, which determines the applicable regulatory perimeter. 

None of these three frameworks is transposable as is to MCP. All indicate that explicitating 
the validity perimeter is an institutionally practicable operation, operated elsewhere. Not a 
utopian horizon. 

For MCP and the agent layer as a whole, four conditions appear necessary. 

1. Condition 1, explicit declaration of jurisdiction of origin and promoted 
jurisdiction. Every agent SDK or protocol must publicly declare the usage perimeter 
for which it was designed, and the perimeter to which it now claims to apply. If 
Anthropic had published, at the moment of MCP's promotion as enterprise agent 
standard in mid-2025, a document explicitly stating "MCP's jurisdiction of origin is 
local prototypal integration; its extension to enterprise deployments requires an 
additional hardening layer detailed below," the systemic debt observed in 2026 
would have been materially smaller. This is the direct corollary of the RAISE critique: 
the validity perimeter must be declared at the moment of promotion, not 
reconstructed after the incident. 

2. Condition 2, institutional gates distinct by level of jurisdiction. Distinguish 
publicly several levels of promotion: local prototype, internal tool, enterprise 
production, critical sectoral agentic infrastructure. At each level, explicit hardening 
requirements, traceable and verifiable. It is not about creating a new authority, but 
about making visible what is already observed in deployments. An SDK can be 
adapted for one level and unadapted for another, and that adaptation has a cost that 
must be named. 

3. Condition 3, shared but explicit responsibility across the three jurisdictions. 
The responsibility of the publisher, of the integrator, and of the framework or 
distribution hub must be procedurally distinguished. None of the three disappears, 
none absorbs the other two. Concretely: the publisher declares the jurisdiction of 
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origin and the security assumptions; the integrator declares the conformity of its 
applicative deployment to those assumptions; the distribution hub or the standard 
consortium validates that the convergence of legitimacy does not exceed the 
declared perimeter. If a layer promotes beyond the perimeter, it explicitly bears the 
responsibility. 

4. Condition 4, explicit compensation of the economic model of acceleration. This 
is the condition that the economic critique renders cardinal. If the absence of a 
procedure produces a competitive advantage, its presence produces a cost. The 
procedure is viable only if it compensates for that cost through a structural effect: 
measurable and insurable enterprise risk reduction, access to regulated markets via 
AI Act and national equivalents, verifiable trust premium in B2B contracts. Without 
that compensation, the procedure remains perpetually circumvented. The subject 
is not only to demand the procedure; it is to make it economically viable against the 
acceleration strategy that prospers without it. 

A promotion procedure does not say that an SDK is safe. It says in which jurisdiction it can 
be deployed as infrastructure, under which assumptions, and who assumes responsibility 
for each transfer. It is less ambitious than a certification. It is more operational. 

This procedure has nothing utopian about it. It exists wherever industry has drawn the 
consequences of a sectoral Heartbleed. It does not yet exist for the agent layer because 
that layer is too recent, and because its absence is, in the short term, productive for those 
who deploy fastest. 

V. Recurring Debt, the AI Act Window, and the Triptych 
The European Artificial Intelligence Act activates its enforcement powers over GPAI models 
on August 2, 2026, that is, in about seventy-nine days at the time I write. 

The British AI Safety Institute evaluates Claude Mythos Preview, a "frontier" model whose 
cyber-offensive capabilities are described as unprecedented by the institute itself. 

The American Center for AI Standards and Innovation signs with Google DeepMind, 
Microsoft and xAI a pre-publication evaluation agreement. The model layer is being 
instrumented, slowly and imperfectly, at the regulatory scale. 

The agent layer is not yet. That is precisely the window of action. 

The MCP vulnerability is not an isolated event. It is the first of a predictable series if the 
institutional promotion procedure for agent layer artifacts is not instituted. The following 
layers are already identifiable: 

• long-horizon agent memory protocols, 

• multi-step planning frameworks, 
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• orchestration of sub-agents, 

• extended contextual action capability devices. 

Each of these artifacts will travel, like MCP, a path from prototypal jurisdiction toward 
systemic enterprise jurisdiction. Each will encounter the same asymmetry of benefit, the 
same absence of unified jurisdiction, the same absence of shared metric. And if nothing 
changes, each will produce its own incident debt. 

Anthropic publishes an SDK consistent with its original use. Industry integrates it. The 
ecosystem promotes it. The promotion procedure does not exist. As long as we do not 
name the operation as distinct, we will keep paying for its absence at every layer. 

We described in February the physical constraints. We described in May the absence of a 
protocol to arbitrate them. What remains is to describe the absence of a procedure to 
promote the artifacts that execute them. 

Regulators are still debating the models. Industry is already deploying the layers that 
instrumentalize them. Industry, for its part, has already stopped waiting. 

 


